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INTRODUCTION

ICyber Physical Systems (CPS) - Smart systems that include networks of

physical and computational components, all aimed to governed a physical
process.

IExamples: Nuclear Plants, Power Generations, Water Plant, Transportations.

OCritical for our life
IBuilt from large number of devices:
Sensors, Actuators, Controllers...
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INTRODUCTION

IDevices are chosen based on sufficient specification and lowest cost.
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INTRODUCTION

IDevices are chosen based on sufficient specification and lowest cost.

Device A LS Device B s Malicious zﬁ

Specification SPECH|gh Quality | _/Sufficient Quality | -/ Sufficient Quality

SPEC SPEC

]| Price @Expensive @ Cheap @ Very Cheap

ISupply Chain Attack: Attacker can offer a malicious device with suffici
quality.

IAttacker Goal: To cause damage, by deploying its own malicious



ATTACKER CHALLENGE - 1

IIn order to cause damage, multiple devices should co-operate.
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Managing Cybersecurity
for

Industrial Control Systems

ATTACKER CHALLENGE - 1

In order to cause damage, multiple devices should co-operate
IRegulation today requires isolation inside the CPS 7 oo

REGULATORY GUIDE 5.71

IThere is no direct communication between sensor and actuatory g nmn rocus cosuc.ean soLmes
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ATTACKER CHALLENGE tertovel———4

Controller . s

IHow to communicate between malicious devices? -

Water Tank




FEEDBACK CONTROL LOOP

IFeedback control loops are the main method used to stabilize physical values in CPS.

IThreshold-controller
IActuator with two possible commands to increase / decrease the physical value: Uinc / Upec
Mwo thresholds: Thign, Tiow

IWhen the sensor measurements reach T, / Tiow , the controller changes its output to
decrease / increase the signal.
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FEEDBACK CONTROL LOOP

Widiedlyusedim: phase controller, ciuregntihmiepHpdotardiietters.
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LEAKY-ACTUATOR COMMUNICATION METHOD

IMpporeseslingcpocoommandd the actiiak&ic ¢ hargrstiigtoutpuinsiad & vouwithsisome,
naifldeomaleiagdom delay.

IAgittatnics' debdity influsaemaes sheher gressess$) ahomah naoad e thbyséheosensor.
IAE ckdéenlluse the delay for Sgraing:
Ipdsisi Sitowresporse times, can s ldise0/1.

Actuator’s
Delay Water level after the same time, for
different actuator’s responge HHES,
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IMpporeseslingcpocoommandd the actiiak&ic ¢ hargrstiigtoutpuinsiad & vouwithsisome,
neilldemaleiagdom delay.

IAgittatnics' debdity influsaemaes sheher gressess$) ahomah naoad e thbyséheosensor.
IAE ckdéenlluse the delay for Sgraing:
Ipdslsi Sttowresponrse times, can sggna ldhise,0/1.

S

Uses a classifier, based
on 8 measurable
features of the process.

Actuator’s
Delay Water level after the same time, for

different actuator’s responge HHES,




THE RECEIVER

IThe receiver measures a set of physical properties of the physical value z,.

IProperties calculated over a set of {z}:
IStarting at the first z, that pass one of the thresholds Thigh, Tiow-

0JEnds on the next threshold.

Property Description
Last Threshold Passed | The last threshold passed by the physical process. The values of this feature can
be Thigh or Tjg4y-
Set Size The number of samples in the set of z..
Max z The maximal value of z; in the set.
Min z The minimal value of z;. in the set.
Linear Approximation | The linear approximation of z; in the set. Formally, there are three coefficients
Coefficients in this feature. Two coefficients Aj g, Aj, 1 represent the approximated function
i £ A1 - x + Ay o of the values z;, and a third coeflicient err; represents the least-
' ' mean-square error of the approximated function.
j 2"d_order Polynomial | The second order approximation of z; in the set. Formally, there are four coefli-
= -2 - el Approximation Coeffi- | cientsin this feature. Three coefficients A3 o, Az 1, Az 2 represent the approximated
cients function Az 3 - x4+ Az.1 - x + Ay o of the values zj, and a fourth coeflicient erry
represents the least-mean-square error of the approximated function.

Table 1: Features used by the covert receiver classifier



ATTACKER CHALLENGES =L

IHow to communicate between malicious devices?

Delay
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IHow to communicate between malicious devices?

Delay
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Creates Anomaly in the CPS
behavior...




ATTACKER CHALLENGE - 2 e

)

Water Level
Controller « s

UA lot of works on anomalies detections in CPS. m *

t Water Tank

ICommunication Network Anomalies

IKleinmann, Amit, and Avishai Wool. "Accurate modeling of the siemens s7 scada protocol for
intrusion detection and digital forensics.”, 2014.

IPhysical Anomalies - malicious sensor reporting / malfunctioning actuator

IUrbina, David I., et al. "Limiting the impact of stealthy attacks on industrial control systems
2016.



Actuator
Pump

ATTACKER CHALLENGES Weter il

IHow to communicate between malicious devices?

Water Tank

(How to avoid detection?

Delay

1

Creates Anomaly in the CPS
behavior...

Urbina, David I., et al. "Limiting the impact of stealthy
attacks on industrial control systems.", 2016.
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Pump
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IHow to communicate between malicious devices?

Water Tank

(How to avoid detection?

1

Covert Channel

Delay

1

Creates Anomaly in the CPS
behavior...

Urbina, David I., et al. "Limiting the impact of stealthy
attacks on industrial control systems.", 2016.



COVERT CHANNELS

ICommunication channel are critical for operating malwares.
I“Covert” - using some “unmonitorred” channels

IEncoding information using light brightness (“Extended functionality attacks
on loT devices: The case of smart lights”, Shamir et. al. 2016)

IPacket headers (“Embedding Covert Channels into TCP/IP”, Murdoch et. al. ,
2005)

JAcoustic emissions of a motor (“Process-aware covert channels using
physical instru-mentation in cyber-physical systems”, Krishnamurthy et. al.
2 O 1 8 ) LimitlessLEZDOi(Loz\lus:girli::::: commands

800,

IAnd more... ’

€ 500

IMonitoring the “unmonitorred” property, reveals the communicatior :..
channel. Eyal Ronen and Adi Shamir. Extended functionality attacks on loT
devices: The case of smart lights. In2016 IEEE European
Symposium on Security and Privacy(EuroS&P), pages 3-12. |IEE
2016
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PROVABLE COVERT CHANNELS

“Provable-Covert” -
INo secret property
IProving that it is impossible to detect the channel (under well defined assumptions)

Pr(D(#) = Mal.) ~ Pr(D(a#) = Mal.) |

IProvable channels were presented in the past, for IP networks:

OLiu, Yali, et al. "Robust and undetectable steganographic timing channels forg4
traffic.", 2010.

'How to (provably) avoid detection?



LEAKY-ACTUATOR COVERT CHANNEL

IThe provably-covert channel is based on two basic observations about actuators:
IThe response time is random, derived from some (known) distribution.
IThere are different benign types of actuators in the market:

ILow response time (‘fast / high quality actuators’)
ILong response time (‘slow actuators’).

-
- ~
pmmy . ~,
. ~ RS
.

# Fast v 4 Slow
Actuator . Actuator

Probability

Actuator’s
Delay

1ms 10ms



LEAKY-ACTUATOR COVERT CHANNEL
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ATTACKER CHALLENGES et

IHow to communicate between malicious devices?

IHow to avoid detection?

Pseudo-random | Delay




Design_Receiver _ Evalustion
THE LEAKY ACTUATOR DESIGN
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Pseudo-random Bit Generator

Pseudo-random Bit
Generator (Figure 4)
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Design_Receiver _ Evaluation
THE LEAKY ACTUATOR: BIT
GENERATOR
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Desion, Receiver  Evaluation

THE RECEIVER
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Design | Receiver _ Evaluation
EVALUATION

IHow good is the receiver in intercepting the leaky-actuator bits?

ITheoretical: Channel Capacity.

IPractical: Bit-error-rate of our receiver design.




Design | Receiver  Evaluation
EVALUATION: CHANNEL CAPACITY

IChiaamnel Capacity-Hiiplkesinfofenanatiomate dhaboanchecaidiertd.
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|m| = 10,000 |m| = 50,000 |m| = 100,000
Classifier % p C Classifier % p C Classifier % p C

0.1% | 0.28 | 0.15 0.1% 0.12 | 0.46 0.1% | 0.154 | 0.38
| 0.5% | 0.12 | 0.47 0.5% 0.12 | 0.46 0.5% 0.13 | 0.44
kNN 1% 0.12 | 0.47 kNN 1% 0.129 | 0.45 kNN 1% 0.129 | 0.45
3% 0.11 | 0.49 3% 0.11 | 0.48 3% 0.128 | 0.45
10% | 0.11 | 0.49 10% 0.11 | 0.49 10% | 0.128 | 0.45
0.1% 0.2 | 0.26 0.1% 0.13 | 0.45 0.1% | 0.154 | 0.38
I 0.5% | 0.13 | 0.44 0.5% 0.11 | 0.48 0.5% 0.13 | 0.44
DT 1% 0.12 | 0.47 DT 1% 0.11 | 0.49 DT 1% 0.126 | 0.45
3% 0.11 | 0.49 3% 0.1 0.5 3% 0.126 | 0.45

10% | 0.11 | 0.49 10% 0.1 0.5 10% | 0.126




-' _ Evaluation
EVALUATION

IChannel Capacity - 0.5 bit per transition.

IBit-Error-Rate (BER) - fraction of errors in the bits decoding.
IExpansion ECC - Less than 0.1 bit per transition.
IReed-Muller ECC - Better results! ~0.13 bit per transition.

IWe need better error-correction-codes for this channel [Future Work].
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Figure 8: Comparison between repetition code and Reed-
Muller codes, for different expansion ratio, with 100,000 bits
averaged over 1,000 executions. The calibration period is 1%
of the transitions and the classifier is Decision Tree.



SUMMARY AND DISCUSSION

IChoosing devices based on specification and price enables provable covert
attacks.

IAs for as we know - this is the first provable covert channel in CPS.
IRequires to improve defenses:
IAdding randomness to the channel (e.g. in the controller logic)
IPurchasing devices from different vendors.

IMonitoring power consumption of devices.

IIn future works:
IComplimentary channel from the sensor to the actuator (“Chatty-Sensor”).
IExtending the attack to additional control logics and physical processes.



QUESTIONS?
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